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Freja elD Release Notes

These Release Notes describe all the changes made to the Freja elD systems from the
previous release. They include:

- changes in the Freja elD mobile application from version 1.4.0 to 2.0.0 (on the
Android platform we also had a fix version of the mobile application - 1.4.1 -
which included some minor adjustments that had to be made before the
release of the version 2.0.0)

Summary

e |ID Protection - a new service for Freja elD+ users - In addition to having a
secure digital identity, Freja elD+ users now also can prevent ID fraud or ID
hijacking with this free service,
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ID Protection - a new service for Freja elD+ users

We are happy to announce the launch of a new, free service available for
Freja eiD+ users - ID protection. In addition to having a secure digital identity, Freja
elD+ users will now also have the possibility to prevent possible ID theft and protect
themselves from fraud,

Every year, 200,000 Swedes suffer from ID hijacking or ID theft. An ID hijacking
often begins with the fraudster making a change of the victim’s address, which is
unfortunately quite simple. All the mail of the victim then comes to the fraudster, who
can then order things and borrow money in their name.

ID Protection service alerts the user about changes of their official residential
address (folkbokféringsadress) or special postal address (sarskild postadress). Upon any
change, the user is notified via the app and by email, which gives them the
opportunity to act quickly if someone unauthorised has altered their address.

Procedure

The service includes daily surveillance of Freja elD+ users’ official residential
address and special postal address, via connection with the SPAR database (The
National Register of Personal Addresses).

The SPAR database is updated each weekday with the information from the
Swedish Tax Agency’s Public Register (Skatteverkets Folkbokforingsregister). Freja elD+
users’ data is checked against the SPAR database after each update. If something has
changed from the last update, the user receives a notification about this via email and
in the Freja elD mobile app (soon users who register their mobile phone number as
Freja elD username will receive an SMS notification about the change as well).
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Du har ett viktigt meddelande fran ID Skydd
VARNING FRAN DITT ID-SKYDD Du har ett
viktigt meddelande fran ditt ID-Skydd i Freja
elD: Din adress har &ndrats. Starta Freja elD-
appen for att lasa hela meddelandet och for inf...
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VARNING FRAN DITT
ID-SKYDD

Du har ett viktigt meddelande fran ditt
ID-Skydd i Freja elD:

Din adress har andrats.

Starta Freja elD-appen for att lasa hela
meddelandet och
for information om lampliga atgérder att
vidta.

Mer information om tjansten ID-Skydd finns
pa
Freja elD:s hemsida.

www.frejaeid.com/id-hjalp

When the notification arrives in the Freja elD mobile app, the user is requested

to enter PIN or fingerprint before being able to read the whole message. This adds
an additional layer of security, since the message contains the name of the changed
address(es), and ensures that only the owner of the Freja ID account can read the

notification.
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Varning fran Freja elD

ID-Skydd

Din adress har andrats.
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Din adress har andrats.



Once the user has read the full content of the ID protection alert, they can
confirm that everything is OK - if the user is the one who performed the address
change - and are directed to check that the change has been acknowledged in their
Freja elD account in My Pages.
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Varning fran Freja elD
ID-Skydd
Din adress har &ndrats

ANDRADE DU
DIN ADRESS?

Din folkbokféringsadress har andrats till:

Vasagatan 40, Tack for din
11824 STOCKHOLM, uppmarksamhet.
Sweden

Se andringarna i Anvandaruppgifter i

Mina Sidor.

Las detaljerna om andringen i Mina Sidor.
Initierade du inte adressandringen kan du
vara féremal for ID-kapning och vi kan

guida dig till att vidta lampliga atgarder.

X v

Jag behover hjalp Det ar OK

Anvandaruppgifter ®

ID status

Freja elD+

Namn

Fornamn Eftemamn Personnummer
Ingrid Aberg 197812214166
Freja elD anvandarnamn =7 Lagg till e-postadress

Primar e-post

ingridaberg@gmail.com

Adress
Adress

Folkbokforingsadress
Folkbokforingsadress
Vasagatan 40 Vasagatan 40
STOCKHOLM
« STOCKHOLM
nazs SE

1824

Inte din adress?

5 Lis mer

Valt ID-dokument Inte din adress?
[ — Referensnumme Sista giltighetsdatum

s
Svenskt korkort 123456789 9juni 2019 ' Las mer
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Otherwise, the user can get additional information and guidance on which
actions to take next to prevent the fraudster from doing even more damage. The

message from the app is safely stored in Action history in My pages, so the user can
return to it at any time.

wll Telenor &

9:41 AM

’ FREJA elD*

Varning fran Freja elD
ID-Skydd
Din adress har andrats.

ANDRADE DU
DIN ADRESS?

Din folkbokféringsadress och din sarskilda

postadress, registrerad hos Skatteverket,

har andrats. Vad gér man nu?
Folkbokféringsadress: Klicka och las om vad du bér géra nar
v 47 du misstanker att du ar foremal for 1D-
asagatan 47, kapning. Varningsmeddelandet fran ID-
11824 STOCKHOLM, Skydd ar lagrat i Mina sidor.
Sweden S .
sarskild postadress: Ga till info sida
Box 456,
19404 Upplands Vasby,
Sweden
Min Historik Q
ID Skydd Andrade du din adress? Last
Din folkbokforingsadress och din sarskilda postadress, registrerad hos Skatteverket, har 2018-05-08 11:56
andrats
Folkbokforingsadress:
Vasagatan 47.
824 STOC
Swede
Sarskild postadress
Box 456,
19404 Upplands Vasby,
Sweden
Logga in Vill du logga in? ~ Godkand
till Freja elD Mina Sidor minasidor frejaeid.com 2018-05-08 M:46
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As mentioned before, ID Protection is a free service available only for Freja elD+
users. By default, the service is enabled for all Freja elD+ users, which is visible in the
My Pages user portal on the Services page. Currently, users cannot disable this service.

T)anster @
@ ID-Skydd ayp Verisec AB ay Verisec AB v
- .-ﬁ_‘\
Freja elD+ gratistjanst varnar da du riskerar att bli Innovativa losningar for digitala w, Innovativa losningar for digitala identiteter och
foremaél for ID-intrang. identiteter och informations-sakerhet informations-sakerhet
& www frejaeid.com/id-skydd ' www.verisec.com & www.verisec.com
. R
a» Verisec AB s

Innovativa lésningar for digitala identiteter och
informations-sakerhet

' www.verisec.com

Any questions?

If you have any questions regarding this release, please get in touch with your contact
at Verisec or send an email to partnersupport@frejaeid.com. You can also find more
useful information about Freja elD on our website www.frejaeid.com.
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