'O FREJA e

RELEASE NOTES
JUNE 2020

Updates to Personal elD




'O FREJA elD

TABLE OF CONTENTS

Updates to Personal elD

Improved Security on Personal elD

Copyright statement

The specifications and information regarding the product in this manual are subject to change without prior
notice. All statements, information, and recommendations in this manual are believed to be accurate but are
presented without warranty of any kind, expressed or implied. Users must take full responsibility for their use of
any products.

Freja elD Release notes
© 2020 Verisec Freja elD. All rights reserved.



FREJA EID RELEASE NOTES

These Release Notes describe all the changes made to the Freja elD systems from
the previous release. They include:

e Changes from version 6.1 to 6.2 of the Freja elD mobile app on iOS.

e Changes from version 6.1 and 6.2 of the Freja elD mobile app on Android

summary

e Updatesto Personal elD - Freja elD users in Sweden will now have the
option to also share their personal ID number (personnummer) with others
in order to prove their identity;

e |mproved Security on Personal elD — We have added visual and audio
effects to the personal elD in Freja elD. This security measure ensures that
the personal elD is protected from fraudsters.
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Updates to Personal elD

We are continuing to develop and expand Freja elD’s functionalities. That
includes building upon the personal elD found in Freja elD, with which users can
prove their identity and share their data with others.

The latest update brings the option for people to share their personal ID

number in order to prove their identity.

Procedure

When users open their personal elD for the first time, they will be greeted
by an updated info screen explaining the different use cases for their personal elD

wherein they can:

1. Share their personal ID number (personnummer)

2. Share their name, age and photo
There are also instructions about how to check screen authenticity via

liveness (audio and visual cues that act as a secutity measure to prove that the
screen is real) that was added in the previous update to Freja elD.
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This info screen will be shown to users only once, when they open their
personal elD for the first time.

After that they will get a menu where they will be able to select what data
they wish to generate for sharing/proving their identity. The options here mirror
the ones explained previously i.e. they may opt to generate a shareable screen
with their personal ID number, or one with their name, age and photo.

Note that there is also the option to begin the process for getting Freja elD
Plus here. Users may still begin this process from the home screen or from

Settings if they wish.
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THIS IS YOUR PERSONAL
elD

Your personal elD is made up from the
data you have added to Freja elD.
Your data will be both on the screen
and in a QR code - use them to identify
yourself in different situations.

Share your personal ID number
In situations where you might need to
share your personal identity humber,
either show the screen or let somebody
scan your QR code.

Share your data with others
Share your name, age and photo by
letting people scan your QR code with
their own phone, or send a link to your
data via SMS, email or social media.

Prove it's authentic

Tap the screen to activate animation
and sound, and prove that your
personal elD is authentic.
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PERSONAL elD MENU

What do you want to do?

Share personal ID number

The QR code can be scanned to share
your personal identity number.

Share data with others
Share your photo, name and age via
link, QR code or showing the screen.

D|§>O

Do Freja elD Plus check
{? Begin the process for getting Freja elD
D plus

After selecting what data they wish to generate, they will get the screen
they wish with their data.

The personal ID number screen

As mentioned above, the primary function of this screen is to show the
user's personal ID number. Apart from that, the user's name and photo will be
there, but they will not be shareable via the QR code. People will always know
what they are sharing as that will be written in the bottom of the screen.

This screen can be shared in two ways:

1. Showing the screen
2. Letting somebody scan the QR code
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Proving Identity Proving identity

Anna Andersson Anna Andersson

Identity verified with PASSPORT Identitet verified with PASSPORT

123435-4978 123435-4978
=] =]
:Hl- -

S
1 Tap to refresh
Lt

Shdring: personal identity number Sharing: personal identity number
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The QR code containing the personal ID number will also have a time limit
as an additional security measure. The time limit is 120 seconds, and users will
always be able to refresh the QR code so they can share it if they need to.

Sharing age, hame and photo screen

The primary function of this screen is to allow people to share their age,
name and photo. As this data is not as sensitive as the personal ID number, there is
no timer on this screen. Again, the data they are sharing can be seen at the
bottom of the screen.

This screen can be shared in the following ways:

1. Showing the screen
2. Letting somebody scan your QR code
3. Using the share icon in the bottom right corner
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Sharing data

Anna Andersson

Identity verified with PASSPORT
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Send link

Sending a link to your data is possible via email, SMS or social media. Also,

the person you are sending your data to does not need to have Freja elD in order
to see it.

Improved Security on Personal elD

We have also added visual and audio effects on the personal elD screen as a

security measure that helps prevent fraudsters from taking advantage of
biometric security measures.
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When users interact with the screen e.g. by tappng on it or swiping on it,
there will be a visual effect as well as a sound that plays, thus making it apparent
that the screen is authentic.
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Legitimera dig

DPata du delar: personnummer

ANY QUESTIONS?

If you have any questions regarding this release, please get in touch with your
contact at Verisec or send an email to partnersupport@frejaeid.com. You can also

find more useful information about Freja elD on our website www.frejaeid.com.

FREJA elD RELEASE NOTES 8


mailto:partnersupport@frejaeid.com
http://www.frejaeid.com/

