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FREJA EID RELEASE NOTES

These Release Notes describe all the changes made to the Freja elD systems from
the previous release. They include:
e Changestothe FrejaelD IdP

Ssummary

e FrejaelD IdP Update — The IdP has been updated according to the latest
Sweden Connect specifications, bringing more security for sign
transactions.
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Freja elD IdP Update

The IdP has been upgraded according to the latest specification from
Sweden Connect concerning authentication for signatures (found here).

The authentication context URI for sign
(http://id.elegnamnden.se/loa/1.0/loa3-sigmessage) is deprecated. Now, the
SAML response that Freja elD IdP returns will include a new attribute called
signMessageDigest when successful authentication for a sign transaction is

completed.

By including the signMessageDigest attribute in the SAML assertion, the
Freja elD IDP asserts that it has successfully displayed the sign message received
in the request for the user and that the user has accepted to sign under the

context of this sign message.

ANY QUESTIONS?

If you have any questions regarding this release, please get in touch with your
contact at Verisec or send an email to partnersupport@frejaeid.com. You can also
find more useful information about Freja elD on our website www.frejaeid.com.
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https://docs.swedenconnect.se/technical-framework/latest/02_-_Deployment_Profile_for_the_Swedish_eID_Framework.html#authentication-for-signature
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