'O FREJA elD

RELEASE NOTES
FEBRUARY 2020

Improved Restore Flow
ATG QR Code Visibility



'O FREJA elD
TABLE OF CONTENTS

SUMMOARY .ottt s a1 e
IMPROVED RESTORE FLOW. ...
ATG QR CODE VISIBILITY oottt sssss s s ssessss s s s sssesssessenns

Copyright statement

The specifications and information regarding the product in this manual are subject to change without prior
notice. All statements, information, and recommendations in this manual are believed to be accurate but are
presented without warranty of any kind, expressed or implied. Users must take full responsibility for their use of
any products.

Freja elD Release notes
© 2020 Verisec Freja elD. All rights reserved.



FREJA EID RELEASE NOTES

These Release Notes describe all the changes made to the Freja elD systems from

the previous release. They include:
e Changes from version 5.4.0 to 5.5.0 of the Freja elD mobile app on iOS.

e Changes from version 5.6.1 and 5.7.0 of the Freja elD mobile app on Android

SUMMARY
e |MPROVED RESTORE FLOW — In this update, we've improved the way user can
recover their Freja elD account in case they lost access to it.
o ATC QR CODE VISIBILITY = We have also introduced a quick and easy way to

access the QR code required for Freja elD Plus.
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IMPROVED RESTORE FLOW

The Restore option is used in cases when the user has lost access to their
Freja elD account. Their device could've got lost or stolen, and now the user wants
to recover their Freja elD account on a new device. The second option is that they
registered before but then deleted the app from the device, and now they wish to
activate it again on the same device.

However, the user needs to be aware that some data will not be recovered
during this process for security reasons. If the user had previously added an ID
document or, in the case of Sweden, had got Freja elD Plus, they will have to add
the document again and redo the physical ID check at the ATG store. Also, all other
connected devices will be disconnected, and the user will have to add them again.
Other data, such as other added usernames (email addresses and phone
numbers), the history of all actions, as well as the avatar photo, will be recovered.

Procedure

When the user launches the newly installed Freja elD app, first they need to
choose country and then tap on ‘Already a User’ button to see all the options for
registered users.

Currently, the user can choose whether they want to restore their account
or add Freja elD to another device and use it simultaneously.’

9:41 AM

Already a User

CHOOSE COUNTRY

Where will you primarly be using your

Freja elD? ] @
i=m Sweden P 4
Restore Account

You have Freja elD account but

you no longer have access to it?
Reglster Restore your Freja elD on this

device using the email address

you registered with.
Already a User
4 L3+

Add Device

You wish to use your Freja elD on
multiple devices or replace a
device? Add this device to your
account using an existing device

with an active Freja elD.

' The second option is the recommended one in cases where the user wishes to replace a device with
a new one but is still in possession of both devices. This way user seamlessly transfers all their data to
another device without having to type anything as they only need to scan a QR code and confirm the
addon in an action sent to the app.
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If the user is not sure what to choose, a tap on the info icon in the upper
right corner will open a dropdown header where the user is prompted to visit Freja
elD official website and find the detailed information about Restore and Add

Device.

9:41 AM

Already a User

I'm not sure what to choose
1 find the information about
Restore and Add

Device on our official website.

—

{
\ Learn More )
S o

Epost: support@frejaeid.com
Telefon: +46 8 38 88 58
Halsningar, Freja elD Support

After choosing “"Restore Account”, the user is prompted to accept the Freja
elD’'s Terms and Conditions and Privacy Policy and then to enter the email address

they used for registration.

9:41 AM

Consent

‘D FREJAED

ARE YOU ALREADY A
USER?

1 already have Freja elD but | have a new
phone. What do | do?

We recommend you add your new device
10 Freja eID before getting rid of your old
one because it is the easiest way to start
using Freja elD straight away.

If you don't have access to your old device,
You can restore your account but you will
have to add your document and get Freja
elD Plus again. This is a security measure
that prevents someone who knows your
email from taking control over your Freja
elD account.

I'm not sure what to choose - Restore or
Add Device?

Choose 'Restore’ if:

* you no longer have access to the
device where your Freja elD was
installed

+ you deleted Freja elD from a device
and you want to reinstall it

Choose ‘Add Device' if:

* you want to use Freja elD on multiple
devices

» you want to replace a device where
vou haTEEreTT e ratet but vou

READ AND ACCEPT THE
TERMS AND CONDITIONS

Please read and agree to the General
Terms and Conditions. Also, read the
Privacy Policy and agree to us processing
some of your biometric data.

General Terms and Conditi... & (

Privacy Policy [} (

RESTORE ACCOUNT

Chosen country: SWEDEN
Enter an email address registered in your
Freja elD in order to restore your account.

NOTE! Please bear in mind that you will
only reconnect your email address to
Freja elD. If you added your 1D document
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Next, the user needs to confirm the email address they entered within the
next 10 minutes. As a final step, the user chooses a PIN.

9:41 AM % 100% - 9:41 AM

Restore Freja elD Restore Freja elD

SET PIN CODE

Now it's time to set a PIN that you will

use for authentication. It must have at

CHECK YOUR INBOX least 6 digits. Make sure to remember it!

We have sent a confirmation email to

joanna@email.com

Open Email App

Didn't get an email?

Please check your spam folder.

This email expires in 10 minutes - tap

Resend to get another one.

Now that the user has restored their account, they may continue to add
their ID document as normal.

ATGC QR CODE VISIBILITY

We have added an alternative way for users to reach the ATG QR code that
is required for the ID check when getting Freja elD Plus. When they open their ID
screen, there is a new button in the bottom-left corner that will take them directly
to the appropriate QR Code.
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Bata Shared: Photo, Name & Surhame,
. s
7

This was included to help users who would show their ID QR code to the
vetting agent not realising that it was the wrong one. Instead of going through the
entire Freja elD Plus flow, they can access the appropriate QR code immediately.
Tapping the 'ID Check’ button will bring them to the ID check screen

1. Ask the clerk to scan this with
an ATG scanner:

=
/ATG

2. Show your ID document:
DRIVING LICENCE

ANY QUESTIONS?

If you have any questions regarding this release, please get in touch with your
contact at Verisec or send an email to partnersupport@frejaeid.com. You can also

find more useful information about Freja elD on our website www.frejaeid.com.
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