‘U FREJA el

RELEASE NOTES

October 2018

Mobile application version 3.0.0




'O FREJA eD

TABLE OF CONTENTS

UMY st 3
FTreja €I EXTENAE ... 4

Copyright statement

The specifications and information regarding the product in this manual are subject to change without prior notice. All
statements, information, and recommmendations in this manual are believed to be accurate but are presented without
warranty of any kind, expressed or implied. Users must take full responsibility for their use of any products.

Freja elD Release notes

© 2018 Verisec Freja elD. All rights reserved.



Freja elD Release Notes

These Release Notes describe all the changes made to the Freja elD systems from the
previous release. They include:

- changesin the Freja elD mobile application from version 2.5.0 (Android) & 2.5.1
(I0S) to 3.0.0

Summary

e FrejaelD Extended - Freja elD users in Sweden can now enjoy a middle
level of trust — between the Basic and the Plus levels - that grants them
greater freedom and flexibility in tailoring their digital identity to their
needs. Applying for Extended is quick and completely digital without
making any compromises in security.
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Freja elD Extended

Introducing one of the biggest updates to the Freja elD mobile application —
Freja elD Extended. This is a new level available for users, higher than Basic but
lower than Plus. Initially the Extended level will only be available for Swedish
users.

Freja elD Extended allows users to further tailor their digital identity to their
needs. Previously, users were limited to Basic unless they completed a longer
application process to Plus that involved registering their ID document data, taking a
photo of themselves and submitting it for security checks. Once (and if) they were
eventually approved they still needed to go to one of the stores of our ATG partner to
complete the necessary, in-person ID check.

What has changed now is that is process has been broken down so that it is
easier for users to reach their desired level of identity assurance at their own pace. The
whole journey remains the same, however, once the user has submitted their data for
the security check and are approved they are granted the new Extended level, giving
them access to more services straight away. It is up to the relying parties to decide,
based on regulations and own requirements, which trust level the users need to
access their services. In this regards the Extended level also adds greater flexibility on
the part of the relying parties. They can for example onboard users on the Extended
level and allow certain activities to be carried out on this level and when the need for a
higher trust level arises, they can prompt their users to finalize the last step — the
physical ID vetting — in order to obtain the Plus level.

The entire application process to Extended is digital, applicants need only
relax and wait for their digital identity to be approved for a higher level of
assurance from the comfort of their homes.

If they wish to get Plus at some point, all they need to do is complete the ID
vetting at ATG. They don’'t need to submit any new data since we have already verified
everything during their upgrade to Extended, provided the document they submitted
to get Extended hasn't expired.

Procedure

The entire registration and upgrade flow remain intuitive for the user, aided by
the drop-down headers whose purpose is to guide users and let them know what is
happening with their digital identity at all times.

The headers have been reworked to reflect the changes in the Freja elD app
but also in terms of additional clarity and precision. They also serve to guide users
through the journey from Basic to Extended to Plus.
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Your level: Basic
You can now use Freja elD to log in to
online services and sign actions.

Freja elD also consists of My Pages - your
own personal space where you can check
available services, manage the use of Freja
eID and see your user history.

My Pages

Email: support@frejaeid.com
Phone: + 46 08 38 88 58
Regards, Freja elD Support
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Your level: Extended
You can now use Freja elD to log in and
sign with a higher level of assurance.

To unlock the full potential of your elD,
upgrade to Freja elD Plus. It includes a
free ID Protection and access to
government and public services, banks
etc

This upgrade is free of charge. You have
now registered all necessary data so all
you have to do to get Plus is do an ID

vetting at your nearest Freja elD agent.

Email: support@frejaeid.com
Phone: + 46 08 38 88 58
Regards, Freja elD Support
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Your level: Plus

Freja elD Plus is now active. You now have
access to a Free ID Protection and to even
more services such as government and
public authorities, banks etc.

Email: support@frejaeid.com
Phone: + 46 08 38 88 58
Regards, Freja elD Support

Once users register to Freja elD Basic they will now have a pending ‘Apply for
Extended’ action in their action list. Alternately, users can always apply for Extended
(and Plus) from the Settings menu.
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FREJA elD Settings

Free of charge

Apply for Extended

Unlock access to more services

joeanna@email.com

Initiating the application process brings up a screen which gives additional
information about Freja elD Extended, why users should apply in the first place and
what they get out of it.
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WHY UPGRADE?

Get a higher level of assurance which
gives you access to more online services.

You also need to get Extended if you
want to upgrade to Plus which gives you
afree ID Protection and access to even
more services such as government and
public authorities, banks etc

How to get there?

To get Extended, scan your document
take an ID photo and sit back while we
verify your data. Everything is done
digitally which means no additional
hassle for you.

When you have activated Extended you
can easily get Plus by vetting your
identity physically at a Freja elD agent.
The app has a map showing the nearest
agent

I'm Ready

Other than that, the process of applying for Extended is the same as when
applying for Plus previously. Users need to scan their chosen ID document (or enter
data manually), take an ID photo and submit that for security checks.

At the Extended level they will have another pending action. This time it's to get
Freja elD Plus and access to even more services, such as a free ID Protection. Tapping
on the action will bring up another information screen about Freja elD Plus.

=y —4
UNLOCK THE FULL
Get Plus POTENTIAL OF FREJA EID

Upgrade.

Suensk
e-legitimation

How do I get

When the user is ready, they just need to perform the in-person security check
with their ID document at one of the stores of our ATG partner.
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Any questions?

If you have any questions regarding this release, please get in touch with your
contact at Verisec or send an email to partnersupport@frejaeid.com. You can also find
more useful information about Freja elD on our website www.frejaeid.com.
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